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1
Decision/action requested

It is proposed to update the evaluation of solution 2 of TR 33.835[1].
2
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3
Rationale

As part of the solution 2, this paper proposes to add text in the evaluation clause 6.2.3 in TR 33.835[1] conforming to the guidelines of S3-190934 [2]. 
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.835 [1]. 
**** START OF CHANGES ****
6.2
Solution #2: Access independent architecture solution for AKMA

6.2.1
Introduction
This solution addresses KI#1, KI#2 and KI#4.

6.2.2
Solution details
6.2.2.1
Architecture and reference points

The AKMA architecture includes two new Network Functions:

· The AKMA Authentication Function (AAuF), and

· The AKMA Application Function (AApF).

The AAuF is the authentication anchor that provides UE authentication services using the AKA credentials. The AAUF is responsible for authenticating the UE, generating the key material to be used between the UE and the AAPF and maintaining a UE AKMA context to be used for subsequent bootstrapping requests and hence possibly avoiding a full re-authentication run. This solution does not currently take any stand on how the AAuF is realized, i.e. whether by a standalone NF or by the AUSF.

The AAuF interacts with the UE over the a1 reference point. The AAuF interacts with the AUSF and the AApF using Service-Based Interfaces.

The AApF is the function that benefits from the AAuF authentication services. The AApF interacts with the UE over the a2 reference point and whenever needed requests keying material from the AAuF via Service-Based Interfaces.

Figure 6.2.2.1-1 below illustrates the proposed architecture 
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Figure 6.2.2.1-1: AKMA reference architecture

6.2.2.2
Procedures

6.2.2.2.1
Initiation

In order to be able to secure the communication using AKMA, the UE and the AApF must first agree on its use. The procedure for negotiating the use of AKMA is given in Figure 6.2.2.2.1-1. The procedure is initiated by the UE sending a Request message not including any AKMA parameters and concluded by the AAuF sending an AKMA authentication required message. This is based on the GBA initiation procedure described in cl 4.5.1 of TS 33.220 [2].
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Figure 6.2.2.2.1-1: Initiation procedure

6.2.2.2.2
Authentication

Editor’s Note: The mechanisms for key revocation is FFS.

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of a pass-through authenticator, and

· The AUSF takes the role of the backend authentication server.

The authentication procedure is initiated by the UE sending a Request message to the AAuF. Following the UE request the AAuF triggers the EAP authentication procedure by sending an AKMA authentication request to the AUSF. The AUSF and the UE would then engage in an exchange of EAP messages that is concluded by the AUSF sending an AKMA authentication response message to the AAuF carrying either an EAP success or an EAP failure. In case of success, the message includes as well the AKMA anchor key KAKMA. The AAuF forwards the EAP result message to the UE and in case of success includes the necessary AKMA parameters such as a temporary identifier and a validity time. The temporary identifier is used by the UE for subsequent Requests towards AApFs as long as the validity period has not elapsed.

When the UE is registered to the 5G System, the transport protocol for the EAP message over the User Plane depends on the type of the PDU session. For PDU sessions of IP type, the EAP messages are carried over IP using the PANA protocol specified in RFC 5191 [8]. For PDU sessions of Ethernet type, the EAP messages are carried using the EAPol protocol specified in IEEE 802.1X [9].

When the UE is not registered to the 5G System, it is required that the UE has IP connectivity as in the GBA feature. In such case the EAP messages are carried using the PANA protocol as described above.
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Figure 6.2.2.2.2-1: Authentication procedure

6.2.2.2.3
Usage

Once the UE has been successfully authenticated by the AAuF, the UE has the necessary keying material to establish secure communication with any AApF. In order to do that, the UE derives the application key KAF using the AApF identifier (FQDN) and possibly other parameters and supplies its temporary identifier to the AApF. The AApF then retrieves the the application key from the AAuF.
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Figure 6.2.2.2.3-1: Usage procedure

6.3.3
Evaluation

This solution addresses KI#1, KI#2 and KI#4. The solution includes a proposal for an authentication framework which includes an anchor function (AAuF) and it proposes the use of EAP-AKA' as a transport independent authentication procedure including the necessary adaptations for IP and Ethernet based PDU sessions. 
The solution proposes a user plane authentication and key agreement procedure for the derivation of the AKMA anchor key KAKMA using an anchor function AAuF. The AAuF interfaces directly the UE and the AUSF for the realization of the authentication procedure. The solution proposes EAP-AKA' as the authentication method. The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of a pass-through authenticator, and

· The AUSF takes the role of the backend authentication server.
The solution has potential impact on the following parts of the system:

· Potentially new NF: A new network function AAuF may nee to be developed which interfaces with the UPF and can invoke the related SBA-based interfaces of the AUSF. The new NF is potentially standalone NF or part of another NF. The potential new NF needs to support the PANA and EAPoL protocols since the authentication method is EAP-AKA' and UP PDU sessions are of the IP or Ethernet type respectively. 
· AUSF: The AUSF needs to implement new or re-use existing SBA interfaces for the authentication request and response from/to the AAuF. 
· UE: The PANA and EAPoL protocols needs to be supported on the UE side. 
The advantages of this solution are:

· The solution uses IP based interfaces which fulfils the requirements on the KI #2 for transport independence

· The solution is not dependent on internal keys such as KAUSF, KSEAF for the KAKMA derivation and therefore has a reduced complexity for the management of the anchor key KAKMA. 

The disadvantages of this solution are: 
· Impact on the UE and core network for the support of the PANA and EAPoL protocols
· The solution is applicable for two out of three PDU session types (IP and Ethernet based). 
**** End of Changes ****
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